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ARM Firmware Download Procedure
Combined Firmware Downloader 1.1.0+

After Installing / Before Running the Program

Confirm that the tool has the proper Firewall access by checking its permissions (Control Panel >

System and Security = Windows Firewall > Allowed Programs)*

& e JB i < System and Security + Windows Firewall + Allowed Programs + | +2 | Search Control Panel )
Allow programs to communicate through Windows Firewall
To add, change, or remave allowed programs and ports, click Change settings.
What are the risks of allowing a program to communicate? ¥ Ch,
Allowed programs and features:
MName Domain Home/Work (Private) Public *
[ BranchCache - Peer Discovery (Uses WSD) O m] [m}
[ Connect to a Metwork Projector O m] O
[ Core Networking 13
[ Distributed Transaction Coordinator O a O
[ DSP and ARM Firmware Downloader |
[ File and Printer Sharing O O O
[ B2l Flash programming utility for T1 Stellaris microcont... J
[JHomeGroup O m] [m]
[iSCsI Service m} O O
[ Key Management Service O m] O
[ Media Center Extenders O a O
[ Netlogon Service O O o -
Allow ancther program...

*shortcut location and dialog may change depending on the operating system. Above shown is for
Windows 7).

Verify that both “DSP and ARM Firmware Downloader” AND “Flash programming utility for Tl Stellaris
microcontrollers” are allowed full access across the Domain, Private and Public networks as well as
checked on the left to enable the policy. If the program/s do not exist in the list, proceed to the next
step as Windows SHOULD prompt for the settings as the programs get executed.
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Run the Combined Firmware Downloader program

Locate the program (Start=>All Programs—> Applied Motion Products=> Combined Firmware Downloader)
and run it. A dialog box like the one below may appear when the program launches for the first time. It
is critical for all three boxes to be checked in order for the tool to work correctly. If all three boxes are
not checked on both screens, the download may fail, and the unit may become inoperable. Confirm by

clicking the “Allow access” button.

(8 wrsm o - S

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of DSP and ARM Firmware Downloader on all public,
private and domain networks.

m MName: DSP and ARM Firmware Downloader
Publisher: Applied Motion Products

Path: C:\program files (x86)‘applied motion productsicombined
firmware downloader\firmware downloader.exe

Allow DSP and ARM Firmware Downloader to communicate on these networks:
[7][Domain networks, such as a workplace network

[7]Private networks, such as my home or work network

[¥]Public networks, such as those in airports and coffee shops {not recommended:
pecause these networks often have litle or no security)

What are the risks of allowing a program through a firewall?

Allow access ] [ Cancel

Preparing the Tool and Drive

The Ethernet firmware is located on an ARM processor inside the unit, so the ARM firmware tab should
be used to download the firmware:

- 10.10.10.10 ARM/DSP Firmware Downloader 1.1.0 x

Applied Progress
Meteng | |
Products

DSP r ARM ]

ARM Firmware File
File Name

Open Firmware File... | Mot Loaded

Drive

Revision Model Description
Download to Drive... [ oon [ None

Drive Communication

Quit

10101010 Fing

Yiew Log Clear Log
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Power up the drive, enter the IP address in the Drive Communication box and hit “Ping.” The drive

should respond with a popup box similar to the one below. If a “No response” dialog box appears, it

could be one of several things: the IP address is incorrect; there’s a hardware wiring problem; computer

or network settings; or the Ping command was sent before the drive was fully powered up. Double

check all connections, ensure computer and network settings (including firewalls, port blockers, anti-

virus permissions) are correct, power up the drive, wait 20 seconds, and try again.

i
Applied | Fiooress
| Quit
Products
D5SP T ARM ]
ARM Firmware File Ping Message % [
Open Firmware File...
- Drive Response: =
Drive | &
MAC ID: D3-80-39-50-5E-D5
. ARM Protocol: Ethernet/IP
Do o) B D Ethernet ARM Board Firmware: 251,21 Diive
Drive Communication——|

10.10.10.10 Ping ] [ l

iew Log Clear Lag

Hit OK to dismiss the dialog box.

Press “Open Firmware File” and select the correct file. Verify that the firmware file name is correct, and

that the drive revision, model, and description are populated.

A 10.10,10.10 ARM/DSP Firmware Downloader 1.1.0

Applied | Prooess
rodeots | |
Products

DSP T ARM ]

Guit

X

ARM Firmware File

....OpenFimwareFile -

| _lwip130%enet_lwiphRelease\images_app_onlyhtiva_eip_build_251.35.bin

Diive
- 0 inti
Download to Drive... [z [ steir | 5T5 Stepper Diive I
Diive Communication
10.10.,10.10 Ping
Wiew Log Clear Log
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Reflash

Once everything looks correct, hit “Download to Drive”. A pop-up confirming drive should be powered-

up will appear. Click “OK".

Firmware Download X

Verify drive is powered up and connected to network; hit OK te initiate
reflash.

Cancel

If the drive being flashed has current firmware that supports Network Testing (Reflash Protection), skip
to the Network Test (Reflash Protection) section. If the drive being flashed has older firmware that does

not have Reflash Protection Capability, a warning dialog will appear:

Applied Progress
Motion Quit
Products

DSP T ABM ]
ARM/DSP Firmware Downloader
ARM Firmware Fi b

Open Firmwarg Current drive firmware does not support Metwork Testing E hity
. l i, before reflashing. I
Drive 1 This process may brick the network chip if communication b
between this PC and the drive is restricted because of
Download ta O firewall/anti-virus settings.

Proceed anyway? —

port
Yes Mo

Diive Communicg

D

iew Log | Clear Log |

If “Yes” is clicked, a dialog box like the one below may appear if this is the first time the program is
downloading. It is critical for all three boxes to be checked in order for the tool to work correctly. If all
three boxes are not checked on both screens, the download may fail, and the unit may become

inoperable. Confirm by clicking the “Allow access” button.

ﬂ Windows Security Alert =

Windows Defender Firewall has blocked some features of this

app

Windows Defender Firewal has blocked some features of Flash programming utility for TI
Stellaris microcontrollers, on all public, private and domain networks.

@ Mame: Flash programming utility for TI Stellaris microcontrollers.
Publisher: Texas Instruments
Path: C:\\mflashlmflash.exe

Allow F!ash programming utility for TI Stellaris microcontrollers. to communicate on these
Domain networks, such as a workplace network

Private networks, such as my home or work network

[ Public networks, such as those in airports and coffee shops (not recommended;
Decause these netwarks often have ittle or no sequnity) :

What are the risks of allowing an app through a firewall?

Allow access Cancel
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The download process will begin; the “Progress” text box will change to a yellow background and say
“Reflash in Progress.” Detailed status can be found in the bottom right text box.

- 10.10.10.10 ARM/DSP Firmware Downloader 1.1.0 X
Applied Progress
patiens || Reflash in process Dt
DSP T ARM ]

ARM Firmware File
File Name

Open Firmweare File... | _lwip130henet_lwip\Felzasehimages_app_onlystiva_eip_build_251.35.bin

Drive

Revizion
Download ta Drive... [ 25 [

Drive Communication

Model
ST5IP [

Description
5Th Stepper Diive

\Verifying reflash protection capabilities...
Passible older firmware which does nat suppart
the Reflash Connection Test Received reflazh

10101010
v

Fing command acknowledgement from drive.

Yiew Log Clear Log

After about 30 seconds, a popup box will say “Reflash successful.” Hit “OK”.

a
5 Progress
Motion -
Wm" | Reflash in process
DSP

T ARM ]

ARM Firmware File
File Name

Open Firmiware File _Id ARM/DSP Firmware Downloader 3

Quit

wa_ein_build_251.35 bin

Drive
Re:

Reflash successful,

tcription

Download to Drive,

Drive Communication

Stepper Drive

0.10 succeeded. ~
- on capabilities. ..

Possible older firmware which does not suppart

the Reflazh Connection Test. Received reflash

JURLIRTIR) Fing v

command acknowledgement from drive:

Wigw Log Clear Log

The drive is now upgraded and ready for use. The firmware downloader can be closed safely, and the
drive can be used as normal. The next section is information relating to the Windows Firewall and is not
a required step if the drive was successfully reflashed.
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Network Test (Reflash Protection)

A dialog box like the one below may appear if this is the first time the program is downloading. It is
critical for all three boxes to be checked in order for the tool to work correctly. If all three boxes are
not checked on both screens, the download may fail, and the unit may become inoperable. Confirm by
clicking the “Allow access” button.

@ Windows Security Alert X

Windows Defender Firewall has blocked some features of this

app

Windows Defender Firewall has blocked some features of Flash programming utility for T
Stellaris microcontrollers. on all public, private and domain networks.

Mame: Flash programming utility for TI Stellaris microcontrollers.,
Publisher: Texas Instruments

Path: C:\mflashlmflash.exe

Allow Flash programming utility for TI Stellaris microcontrollers. to communicate on these
Domain networks, such as a workplace network

Private networks, such as my home or work network

[+ Public networks, such as those in airports and coffee shops {not recommended
becauss these networks often have litl or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

Because the drive acknowledgement has been delayed due to the Firewall, the tool already timed-out
and displays the following:

s
Applied Progress
Motion it
Products
i LY
DSP | ARM/DSP Firmware Downloader >
ARM Firmware F =
, Drive reflash could not proceed,
Open Firrwart 4 B.bin
r Reflash information is being prevented from being B
B received/transmitted.
Drive —| =
Check your firewall, anti-virus settings, or your network
Download ta security paolicy. |
. __ If a firewall pop-up dialog appeared requesting access, and
Drive Communic was duly given full-access, click retry below, A
v

“iew Log ] Clear Log ]

Hit “Retry” as the last paragraph in the dialog applies in this case. If the communication between the
drive and the tool can’t be established properly, a dialog appears. Otherwise, proceed to the next step.
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ARM/DSP Firmware Downloader X

8 Drive reflash could not proceed.
[ 1

= Reflash information is being prevented from being
received/transmitted.

Chedk your firewall, anti-virus settings, or your network
security policy.

The download process will begin; the “Progress” text box will change to a yellow background and say
“Reflash in Progress.” Detailed status can be found in the bottom right text box.

- 10.10.10.10 ARM/DSP Firmware Downloader 1.1.0 X
Applied | Progress
patiens || Reflash in process Dt
DSP T ARM ]

ARM Firmware File
File Name

Open Firmweare File... | _lwip130henet_lwip\Felzasehimages_app_onlystiva_eip_build_251.35.bin

Drive

Revigion Model Description
Daownload to Drive... [ 251 [ STRIP | STh Stepper Diive
Drive Communication i i A

\Verifying reflash protection capabilities...
Drive supports Reflash Connection Test.
Initiating...Flash Test Command Sent.

10101010 Fing | Starting network, test. .. v

Yiew Log | Clear Log |

After about 30 seconds, a popup box will say “Reflash successful.” Hit “OK”.

=
i Progress
Motion :
Wm“ | Reflash in process Quit
Dsp

T ARM ]

ARM Firmware File
File Hame

Open Firmware File... _lv| ARM/DSP Firmware Downloader ¥ [va_sip_build_251.35 bin

Drive 5
Rey Reflash successtul.

tcription
Diownload ta Drive... Stepper Drive

Drive Communication 0.10 succeeded. ~

on capabilities. ..
Drive supports Reflash Connection Test.
Initizting. . Flazh Test Command Sent.

10101010 Fing Starlting network: test... v

Wiew Log Clear Log

The drive is now upgraded and ready for use. The firmware downloader can be closed safely, and the
drive can be used as normal. The next section is information relating to the Windows Firewall and is not
a required step if the drive was successfully reflashed.
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If the above procedure has somehow caused the drive to be unresponsive to the network (i.e., good
drive LED status), you can attempt recovery of the ARM firmware.

First, go back to the Firewall Settings (Control Panel = System and Security = Windows Firewall 2>

Allowed Programs)* and confirm that both programs have full access.

ﬂ « em and Security » Windows Firewall » Allowed Programs - | Search Control Panel
ity s 52

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

Allowed programs and features:

Name Domain  Home/Work (Private)  Public *
[ BranchCache - Peer Discovery (Uses WD)
[ Connect to a Network Projector
[ Core Networking
[ Distributed Transaction Coordinator
[ &1 DSP and ARM Firmware Downloader
[IFile and Printer Sharing
[ Flash programming utility for TI Stellaris microcont...
[HemeGroup
[isCSl Service
[1Key Management Service
O Media Center Extenders
[ Netlagon Service

COOD00RORO®EO0

EDDDDD!DHD!DD
3

CO0O000EOROEOO

Allow another program...

*shortcut location and dialog may change depending on the operating system. Above shown is for
Windows 7).

Power-off the drive and run the tool. Select the new firmware file and hit the “Download to Drive”. A
pop-up appears:

ARM/DSP Firmware Downloader X

No response from drive,

Hit “OK” and another pop-up appears:

ARM/DSP Firmware Downloader

Are you attempting to recover a bricked drive?

'WARNING: Only click YES if the drive is truly bricked!

No
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Click “Yes” and the screen would now look like:
I
Applied Progress
W .Ilo’lfoﬂu Ouit
DSP T ARM 1
ARM Firmware File »
e Firmware Download X B bin
Drive Drive should be powered-down. Once drive has commenced reflash P
{waiting for BOOTF), apply power to the drive,
Drownload ko | T
Drive C: Cancel

10101010 Fing

iew Log | Clear Log |

With the drive powered-down, click OK. Restore power to the drive when the status display shows the
“Waiting for BOOTP” and the recovery should start in a couple of seconds:

A 10.10,10.10 ARM/DSP Firmware Downloader 1.1.0 X
Applied | Progress ——
ptetions ||| Reflash in process Qi
DSP T ARM ]

ARM Firmware File
File Name

Open Firmware File.. | _lwip130%enet_lwiphFReleasetimages_app_onlytiva_eip_build_251.35.bin

Diive
Revision Model Description
Download ta Drive... [ 000 [ None [
Drive Communication Dirive did not respond to reflash command.

Waiting for BOOTP request from drive..

1001010 Fing

Wiew Log | Clear Log ‘

Otherwise, an error message is generated:

ARM/DSP Firmware Downloader X

The reflash failed. Please power down your drive, click Download
button again, then power up the drive. If that fails, please contact the
technical support.
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